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• I NFORMATION I N THI S DOCUMENT I S PROVI DED I N CONNECTI ON WI TH I NTEL®  PRODUCTS. NO LI CENSE, EXPRESS 
OR I MPLI ED, BY ESTOPPEL OR OTHERWI SE, TO ANY I NTELLECTUAL PROPERTY RI GHTS I S GRANTED BY THI S 
DOCUMENT. EXCEPT AS PROVI DED I N I NTEL’S TERMS AND CONDI TI ONS OF SALE FOR SUCH PRODUCTS, I NTEL 
ASSUMES NO LI ABI LI TY WHATSOEVER, AND I NTEL DI SCLAI MS ANY EXPRESS OR I MPLI ED WARRANTY, RELATI NG TO 
SALE AND/ OR USE OF I NTEL®  PRODUCTS I NCLUDI NG LI ABI LI TY OR WARRANTI ES RELATI NG TO FI TNESS FOR A 
PARTI CULAR PURPOSE, MERCHANTABI LITY, OR I NFRI NGEMENT OF ANY PATENT, COPYRI GHT OR OTHER 
I NTELLECTUAL PROPERTY RI GHT. I NTEL PRODUCTS ARE NOT I NTENDED FOR USE I N MEDI CAL, LI FE SAVI NG, OR 
LI FE SUSTAI NI NG APPLI CATI ONS. 

• I ntel may make changes to specificat ions and product  descript ions at  any t ime, without  not ice.
• All products, dates, and figures specified are prelim inary based on current  expectat ions, and are subject  to change 

without  not ice.
• I ntel, processors, chipsets, and desktop boards may contain design defects or errors known as errata, which may 

cause the product  to deviate from published specificat ions. Current  characterized errata are available on request .

• Nehalem, Merom, Wolfdale, Harpertown, Tylersburg, Penryn, Westmere, Sandy Bridge and other code names 
featured are used internally within I ntel to ident ify products that  are in development  and not  yet  publicly announced 
for release.  Customers, licensees and other third part ies are not  authorized by I ntel to use code names in 
advert ising, promot ion or market ing of any product  or services and any such use of I ntel's internal code names is at  
the sole r isk of the user 

• Performance tests and rat ings are measured using specific computer systems and/ or components and reflect  the 
approximate performance of I ntel products as measured by those tests.  Any difference in system hardware or 
software design or configurat ion may affect  actual performance.  

• I ntel, I ntel I nside, I ntel Core, I ntel Xeon, I ntel Core2, I ntel Xeon and the I ntel logo are t rademarks of I ntel 
Corporat ion in the United States and other count r ies.  

• * Other names and brands may be claimed as the property of others.
• Copyright  ©  2011 I ntel Corporat ion
• “Software and workloads used in performance tests may have been opt im ized for performance only on I ntel 

m icroprocessors. Performance tests, such as SYSmark and MobileMark, are measured using specific computer 
systems, components, software, operat ions and funct ions. Any change to any of those factors may cause the results 
to vary. You should consult  other informat ion and performance tests to assist  you in fully evaluat ing your 
contemplated purchases, including the performance of that  product  when combined with other products. For more 
informat ion go to ht tp: / / www.intel.com/ performance”
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DRNG Goals

Solve the long standing “plat form  ent ropy problem ”

By delivering consistent ly high quality/ high perform ance, fully post  
processed (e.g., DRBGed)  ent ropy in each I ntel silicon product

Thus creat ing a “com m on brand prom ise”

By building a DRNG circuit  that  is reusable across all I ntel process, 
design, and m anufactur ing environm ents and

Em bedding it  in each fam ily of I ntel silicon products in the m ost  
effect ive way for that  fam ily
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DRNG Reusable Block Overview

A reusable circuit  that  provides each embedding with an autonomous/ self contained, high quality/ high 
performance, “ complete”  DRNG

Provides a hardware source of high quality, high performance ent ropy to be embedded across ALL I ntel 
products. I t  is composed of 
– An all-digital Ent ropy Source (NRBG), runt ime ent ropy quality measurement  via Online Health Test  (OHT) ,
– Condit ioning (via AES CBC-MAC mode)  and DRBGing (via AES CTR mode)  post  processing and
– Built  I n Self Test  (BI ST)  and Test  Port

“Standards”  compliant  (NI ST SP 800-90)  and FI PS 140-2/ 3 Level 2 cert ifiable as such and

Designed for ease of testability, debug, and validat ion in HVM and in end user plat forms
– Comprehensive Built  I n Self Test  (BI ST)  and
– Test  Port  (and associated tools)  for full pre/ post-silicon debug flexibility

Red dotted line is a FIPS boundaryRed dotted line is the DRNG’s FIPS boundary

Combined Conditioner/
Deterministic Random 
Bit Generator (DRBG)

Test Port
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Source
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DRNG Wrapper Interface (embedding specific)
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Queue State Dr iven Pipeline Elim inates 
Externa l Scheduling

Our DRNG is logically a three stage/ subunit  asynchronous product ion pipeline 
(composed of the Ent ropy Source, Online Health Test , and Condit ioner and DRBG)

Each funct ion schedules itself based st r ict ly on the queue state between itself and 
its neighbors.

The ES runs asynchronously to the downst ream logic. Varying demand at  the 
output  and asynchronous supply at  the input  leads to unpredictable internal 
scheduling, making external predict ion of reseed t imes impossible
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The Ent ropy Source

The Ent ropy source is a self t imed,
digital circuit that pushes a latch into
metastability at ~ 3GHz. The t im ing
of each cycle is determ ined by the
resolut ion t ime of the latch. Thus the
rate of product ion is very j it tery.

Therm al noise determ ines the
resolut ion state of each metastable
event and this is the fundam ental
source of ent ropy in the circuit .

This circuit design enables a reliable,
testable ent ropy source to be built
on-chip, using the exist ing digital
power supply network from standard
cells while achieving non
determ inist ic output .

Cross process m igrat ion is “easy”
relat ive to previous analog elements.
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The DRBG

Consists of two pipeline 
stages

Both use a shared 
(encrypt  only)  AES unit  to 
perform

Condit ioning/ ent ropy 
ext ract ion (via AES CBC-
MAC mode)  and

DRBGing (via AES CTR 
mode)  post  processing 
(NI ST SP800-90  
compliant  and FI PS 
cert ifiable as such)  
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Perform ance

When our DRNG is em bedded in the uncore of a 
next  generat ion I ntel processor on a 22nm  
process, the perform ance of each pipeline stage is:

ES

Self Tim ed, 2.5 – 3Gbps serial output

> 80% entropic

DRBG AES-CBC-MAC Condit ioner (800Mhz)

2: 1 Com pression

converts 512 input to 256 bits output

DRBG AES-CTR DRBG (800Mhz)

11 Clocks per 128 bits @ 800Mhz

Reseeded every 512 bits from the ES
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DFx

Built  I n Self Tests (BI STs)

• Com prehensive – ES BI ST and KAT BI ST

• After every “ reset ”  (as required by FI PS)

• Quick “Pass/ Fail”  indicator – design through HVM

Online Health Tests (OHTs)

• Dynam ic per sam ple of the ES outputs against  expected stat ist ics

• Cont rols quality and volum e of “ raw”  ent ropy going into 
Condit ioning

Test  Port

• DRNG internal inspect ion and sequencing m echanism  for low level 
debugging (when not  in FI PS m ode)

• Proved ext rem ely useful in pre-silicon debugging = >  largely 
unneeded in post -silicon debugging = >  very few post -silicon bugs
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SW  I nter face – The RdRand I nst ruct ion

Access to the DRNG is provided to SW through the new RdRand
inst ruct ion

• I ntel Advanced Vector Extensions Program m ing Reference, Chapter 8 
(ht tp: / / software.intel.com / en-us/ avx/ ) )  – pages 8-15 and 8-11 and

• The RdRand Software I m plem entat ion Guide (SI G)  
(ht tp: / / software.intel.com / en-us/ art icles/ download- the- latest -bull-
m ountain-software- im plem entat ion-guide/ ) ;

RdRand ret r ieves a hardware generated random  value from  the DRNG 
and stores it  in the dest inat ion register given as an argum ent  to the 
inst ruct ion. 

RdRand is available to any system  or applicat ion software running on the 
plat form . That  is, there are no hardware r ing requirem ents that  
rest r ict  access based on process pr ivilege level. As such, RdRand m ay 
be invoked as part  of an operat ing system  or hypervisor system  
library, a shared software library, or direct ly by an applicat ion.
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Ent ropy Pool Design W hen Moving from  a 
Paucity to an Abundance of ent ropy

Exist ing product Ent ropy Sources (TRNGs) operate at a rate of a few
hundred Kbits/ sec to 10-20 Mbits/ sec. Plat form ent ropy sources such
as keyboard and m ouse tend to be m uch slower.

RNG design in exist ing operat ing system s has tended towards large
ent ropy pools to capture all available ent ropy from slow sources so
that it serves as a ‘rainy day fund’ for when random num bers are
consum ed (e.g., Linux’s* ent ropy pool is 4K bytes) .

The equivalent DRNG’s DRBG entropy pool is 256 bits. I t is replenished
at high rate from a cont inuous 3Gbps source, so there is no need to
buffer larger am ounts. Sim ilar ly, downst ream software consum ing or
gathering ent ropy should aim to m inim ize storage of random num bers
and instead use the online supply of fresh random num bers, thus
m inim izing scope for m em ory based at tacks.
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Solving The Pla t form  Ent ropy Problem

Future VT/ Cloud/ Server deploym ents suffer from dim inishing
ent ropy sources result ing from virtualizat ion, SSDs, and no local
hum an I / O. RdRand supplies ent ropy to applicat ion, OS and virtual
m achine/ Hypervisor direct ly from hardware.
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